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Abstract: 

Firewalls have been widely used in organizations to implement access control policies. However complicated management of firewall rule set has caused overheads and reduced the responsiveness of organizations. In this presentation, we show a solution for firewall rule management with a special aim at consistency check of firewall rules. We use Bloom filters, a space-efficient solution for membership checking with bounded false positive rate. To reduce inconsistencies, a membership check is performed each time before a firewall rule is inserted into the rule set. A revised Bloom filter is proposed to support set operations due to the wide use of range of IP addresses and port numbers in firewall rules. This efficient approach provides quick inconsistency/overlap check of firewall rules, and can alleviate management overheads for organizations that adopt firewalls.
