Nova Southeastern University

Graduate School of Computer and Information Sciences

Course Syllabus

MCIS 685: Database Security, 3 credits

Fall 2008: September 15, 2008– December 5, 2008; online
Instructor:                   Alan Peslak, Ph.D.  Adjunct Professor

Mailing Address:       Nova Southeastern University 
                                     Graduate School of Computer and Information Sciences 
                                     Master's Program Office
                                     6100 Griffin Road
                                     Ft. Lauderdale, FL 33314

Email:                          peslaka@nova.edu (Contact is best achieved via WebCT email)

PSU Work Phone:     570-963-2640

Cell Phone:
        570-947-8620

PSU Fax:                     570-963-2535

AOL Screen Name:    DocPPSU

Web Page:                   http://www.scis.nova.edu/~peslaka 

Class Location and Format:  Online

Class website:
http://www.scis.nova.edu/~peslaka/mcis685wi08.doc
Course Description: 

This course will focus on issues related to the design and implementation of secure data stores.  Emphasis will be placed on multilevel security in database systems, covert channels, and security measures for relational and object-oriented database systems. Prerequisites: MCIS 615, 630.

Required Textbooks: 

Database Security and Auditing: Protecting Data Integrity and Accessibility (2006). Hassan A. Afyduni, Course Technology, ISBN 0619215593.
Required Software (for MCIS 665):   

None but Oracle and/or Windows SQL Server can be used to perform exercises if desired.
Exit Competencies: 

· To understand the concepts and principles of the database security.
· To become familiar with concepts and principles of database auditing.
· To learn basic principles of security architectures, operating system security fundamentals, and database user administration.
· To learn how to independently research current database security topics and policies and prepare a database poolicy.
Course Outline:
This course adopts a three-pronged approach:

· Text readings and assignments
· Hands-on exercises, postings and discussions
· Independent research on a significant database security issues
Instruction Methods and Tools: 

In order to provide a comprehensive instruction set, different instruction tools will be used. 

Text reading and lecture notes– The  text presents an excellent and current overview of database security and auditing.  A complete reading of the texts is encouraged.  Also supplemental resources will be posted on the class forum.

Forum discussion -  Allows analysis of real world problems and encourages problem solving skills. Allows asynchronous communication.  Active postings on the board among students are encouraged.  

Text and Written assignments – Enhance and improve knowledge of current database security issues as well as develop specific research and writing skills.  
Hands-on exercises-Explore and analyze practical problems and topics.
Project – Development of a database security policy will be the capstone of this course. 

Assignments:

Five assignments and a project
All require detailed responses including research from vendors, popular press, and/or journals. Please provide proper citations in APA format.

Assignment 1

Chapter 1

A. This assignment is to review security frameworks. Review address C.I.A. (page 13) issues and prepare a review of how these issues may be addressed by vendor database software/hardware and how these issues may be addressed by company policies and procedures.

B. In line with A, discuss how the text categories of database security vulnerabilities (page 21) can be addressed by vendor database software/hardware and how these issues can be addressed by company policy.
C. Do hands-on project 1-1 and compare and contrast with text vulnerabilities (page 21).

Assignment 2

Chapter 2

A. Review questions 10-14. Please be detailed and provide vendor examples where appropriate.
B. Hands-on Project for 2-4 but instead of Windows 2000 use a current Windows OS, a Mac OS, and an open source OS. 

C. Explain if and how OS vulnerabilities can affect database security.
Assignment 3

A. Chapter 3. Perform Internet Research on “Best Practices” for DBAs (pages 92-3). Find examples and/or clarify meanings of five of these practices.
B. Chapter 4. Perform Internet Research on Database Profiles, Roles and Password Policies. Find examples and/or expand on discussion of these topics.

C. Describe all system privileges found in SQL Server

D. Hands-on Project 4-9
Assignment 4
Chapter 5

Review questions 4, 6, 7, and 13. Please be detailed and provide vendor examples where appropriate.

Chapter 6

What is a VPD and when is it useful? Review questions 6, 7
Assignment 5
Chapter 7

Review the Sarbanes-Oxley Act and explain how the database models presented in chapter 7 match up to provisions of Sarbannes-Oxley.

Review question 11

Chapter 8 Review questions 1, 2, 3, 4

Chapter 9 Review question 12

Assignment 6
Review a government policy for data and database security for a specific agency, provide (copy and paste) detailed policy, provide URL and then summarize and analyze the policy. Provide at least 3 SPECIFIC changes you would make to the policy.

Major Project 

Prepare a database security policy for a private corporation. The Final policy should be 10 pages double spaced, standard fonts and margins. The policy should be based on a compilation of best practices from various sources. There should be a minimum of 10 references. All references and citations must be in current APA format.

Schedule

	Week
	Topic
	Text Reading Assignment Chapters
	Analytical/

Programming WEBCT Submission 
	Policy Project

	9-15 to 9-20
	Security Architecture
	Chapter 1
	
	

	9-21 to 9-27
	DB Security Overview
	
	Asgn 1
	

	9-28 to 10-4
	OS Security
	Chapter 2
	Asgn 2
	

	10-5 to 10-11
	User Admin
	Chapter 3
	
	

	10-12 to 10-18
	Profiles, Passwords etc
	Chapter4
	Asgn 3
	

	10-19 to 10-25
	DB Security Models
	Chapter 5
	
	Project Topic

	10-26 to 11-1
	 VPD
	Chapter 6
	Assn 4
	

	11-2 to 11-8
	DB Auditing
	Chapter 7,8
	
	

	11-9 to 11-15
	.
	Chapter 9
	Assn 5
	

	11-16 to 11-22
	. 
	
	
	

	11-23 to 11-29
	
	
	Assn 6
	

	11-30 to 12-5
	
	
	
	Final Policy Report

	Total points
	
	
	45
	25


Total points are equally divided among assignments.

All assignments are due on the last day of the week noted in the schedule by midnight Eastern Standard Time (Saturday except for December 5, Friday).

All deadlines are final.  Please plan accordingly.  Masters level students are expected to be able to meet deadlines.  Sufficient notice is given for deadlines for all assignments, therefore no assignments will be accepted after the due date and late submissions will be graded as zero.  Extreme hardships and emergencies will be considered on a case-by-case basis.  Change in work assignments or work related travel will not be accepted as emergencies.

Assignments are to be handed in through the WEBCT web-based utility or posted to the class forums under the appropriate topic. Forum assignments must have the assignment clearly identified in the subject label. Every submission must have a header that contains your name, usercode, and the assignment number.  Each written WEBCT assignment MUST be handed in as ONE submission through WEBCT if possible.  

Examinations and Quizzes:   

There will be no exams or quizzes.  The final project will be the capstone of the course.

 Grading Criteria:

A student may not do additional work or repeat an examination to raise a grade.
	SCALE

GRADE
	TOTAL PERCENT

	A
	93.0-100

	A-
	90.0-92.9

	B+
	87.0-89.9

	B
	83.0-86.9

	B-
	80.0-82.9

	C+
	77.0-79.9

	C
	73.0-76.9

	C-
	70.0-72.9

	F
	0.0-69.9




Class Rules:

· Each assignment is due on midnight of the specified due date.  WEBCT does not allow postings after the due date. Late assignments will not be accepted.  However, partial credit will be given for incomplete assignments submitted on time.

· If you have difficulty with an assignment, please post a message in the forum or send me e-mail. The earlier you convey your problem, the more time we'll have to resolve it before the deadline arrives. 

· Mutual respect and courtesy are expected.

· Every effort has been made to prepare this syllabus in final form. Nevertheless, the Professor reserves the right to make changes as may be required to the online version of the course syllabus. The official syllabus will be finalized online on the start date of the course.  The online syllabus defines the requirements for this course. Student will be notified of changes by electronic mail. 

Policy Paragraphs:

School and University Policies and Procedures:
Students must comply with the policies published in the school’s Graduate Catalog and the NSU Student Handbook, some of which are included or referenced below. The catalog is at http://www.scis.nova.edu/NSS/pdf_documents/Catalog.pdf. The handbook is at http://www.nova.edu/cwis/studentaffairs/forms/ustudenthandbook.pdf.

1. Standards of Academic Integrity For the university-wide policy on academic standards, see the section Code of Student Conduct and Academic Responsibility in the NSU Student Handbook. Also see the section Student Misconduct in the GSCIS catalog.

Each student is responsible for maintaining academic integrity and intellectual honesty in his or her academic work. It is the policy of the school that each student must:

· Submit his or her own work, not that of another person

· Not falsify data or records (including admission materials)

· Not engage in cheating (e.g., giving or receiving help during examinations; acquiring and/or transmitting test questions prior to an examination; and using unauthorized materials, such as notes, during an examination)

· Not receive or give aid on assigned work that requires independent effort

· Properly credit the words or ideas of others according to accepted standards for professional publications (see Crediting the Words or Ideas of Others)

· Not use term paper writing services or consult such services for the purpose of obtaining assistance in the preparation of materials to be submitted in courses or for theses or dissertations

· Not commit plagiarism (Merriam-Webster’s Collegiate Dictionary (1996) defines plagiarism as “stealing or passing off ideas or words of another as one’s own” and “the use of a created production without crediting the source.”) (see Crediting the Words or Ideas of Others below)

Crediting the Words or Ideas of Others
When using the exact words of another, quotation marks must be used for short quotations (fewer than 40 words), and block quotation style must be used for longer quotations. In either case, a proper citation must also be provided. The Publication Manual of the American Psychological Association, Fifth Edition, (2001, pp. 117 and 292) contains standards and examples on quotation methods.

When paraphrasing (summarizing, or rewriting) the words or ideas of another, a proper citation must be provided. (Publication Manual of the American Psychological Association, Fifth Edition (2001) contains standards and examples on citation methods (pp. 207–214) and reference lists (pp. 215–281)). The New Shorter Oxford English Dictionary (1993) defines paraphrase as “An expression in other words, usually fuller and clearer, of the sense of a written or spoken passage or text…Express the meaning (of a word, phrase, passage, or work) in other words, usually with the object of clarification…”. Changing word order, deleting words, or substituting synonyms is not acceptable paraphrasing—it is plagiarism, even when properly cited. Rather than make changes of this nature, the source should be quoted as written.

Original Work

Assignments, exams, projects, papers, theses, dissertations, etc., must be the original work of the student. Original work may include the thoughts and words of another author but such thoughts or words must be identified utilizing quotation marks or indentation and must properly identify the source. At all times, students are expected to comply with the school’s accepted citation practice and policy.

Work is not original when it has been submitted previously by the author or by anyone else for academic credit. Work is not original when it has been copied or partially copied from any other source, including another student, unless such copying is acknowledged by the person submitting the work for the credit at the time the work is being submitted, or unless copying, sharing, or joint authorship is an express part of the assignment. Exams and tests are original work when no unauthorized aid is given, received, or used before or during the course of the examination, reexamination, and/or remediation.

2. Writing Skills

Each student must demonstrate proficiency in the use of the English language in all work submitted for this course. Grammatical errors, spelling errors, and writing that does not express ideas clearly will affect your grade. The professor will not provide remedial help concerning writing problems.

3. Disabilities and ADA

NSU complies with the American with Disabilities Act (ADA). The university’s detailed policy on disabilities is contained in the NSU Student Handbook. Student requests for accommodation based on ADA will be considered on an individual basis. Each student with a disability should discuss his or her needs with the GSCIS disability service representative, Candy Fish (call 954-262-2034, or email fishc@nova.edu) before the commencement of classes if possible.

4. Communication by Email

Students must use their NSU email accounts when sending email to faculty and staff and must clearly identify their names and other appropriate information, e.g., course or program. When communicating with students via email, faculty and staff members will send mail only to NSU email accounts using NSU-recognized usernames. Students who forward their NSU-generated email to other email accounts do so at their own risk. GSCIS uses various course management tools that use private internal email systems. Students enrolled in courses using these tools should check both the private internal email system and NSU’s regular email system. NSU offers students web-based email access. Students are encouraged to check their NSU email account daily.

5. The Temporary Grade of Incomplete (I)

The temporary grade of Incomplete (I) will be granted only in cases of extreme hardship. Students do not have a right to an incomplete, which may be granted only when there is evidence of just cause. A student desiring an incomplete must submit a written appeal to the course professor at least two weeks prior to the end of the term. In the appeal, the student must: (1) provide a rationale; (2) demonstrate that he/she has been making a sincere effort to complete the assignments during the term; and (3) explain how all the possibilities to complete the assignments on time have been exhausted. Should the course professor agree, an incomplete contract will be prepared by the student and signed by both student and professor. The incomplete contract must contain a description of the work to be completed and a timetable. The completion period should be the shortest possible. In no case may the completion date extend beyond 30 days from the last day of the term for master’s courses or beyond 60 days from the last day of the term for doctoral courses. The incomplete contract will accompany the submission of the professor’s final grade roster to the program office. The program office will monitor each incomplete contract. If a change-of-grade form is not submitted by the scheduled completion date, the grade will be changed automatically from I to F. No student may graduate with an I on his or her record.

6. Grade Policy Regarding Withdrawals

Course withdrawal requests must be submitted to the program office in writing by the student. Requests for withdrawal must be received by the program office by the calendar midpoint of the course (see dates in the academic calendar in the catalog and program brochures or at:  http://www.scis.nova.edu/NSS/pdf_documents/AcadCal.pdf). Withdrawals sent by email must be sent from the student’s assigned NSU email account. Requests for withdrawal received after 11:59 p.m. EST on the withdrawal deadline date will not be accepted. Failure to attend class or participate in course activities will not automatically drop or withdraw a student from the class or the university. Students who have not withdrawn by the withdrawal deadline will receive letter grades that reflect their performance in the course. When a withdrawal request is approved, the transcript will show a grade of W (Withdrawn) for the course. Students with four withdrawals will be dismissed from the program. Depending on the date of withdrawal, the student may be eligible for a partial refund (see the appropriate catalog section Refund Policy Regarding Withdrawals). 

7. Acceptable Use of Computing Resources 

Students must comply with the university’s Policy on Acceptable Use of Computing Resources (see NSU Student Handbook).

8. Academic Progress, Grade Requirements, and Academic Standing

Students must be familiar with the school’s policy which is contained in its catalog.

9. Student Research Involving Human Subjects

Students must be familiar with the university’s policy (see paragraph in catalog).

